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recherche du Québec – Nature et technologies.
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Abstract : We investigate a state estimation problem for a linear time-invariant Gaussian system,
based on a measured scalar privacy-sensitive signal. This is formulated as a Kalman filtering problem
under an “event-level” differential privacy constraint, for which existing approaches, directly perturb-
ing the measured signal, tend to degrade the estimation accuracy significantly. Here, we propose a
two-stage differentially private architecture combining a finite impulse response (FIR) pre-filter with
the Kalman filter. We cast the joint design of the FIR and Kalman filters as a (bilinear) optimiza-
tion problem to improve the trade-off between privacy and estimation accuracy. Simulations on an
epidemiological example demonstrate that the proposed method preserves estimation accuracy while
ensuring event-level privacy.

Keywords: Differential privacy; Kalman filtering; finite impulse response filtering; state estimation;
bilinear optimization.
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1 Introduction

Large-scale monitoring and control systems, such as smart grids or intelligent transportation systems,

often require individuals to continuously share their personal information. Hence, their potential

benefits must be balanced against privacy concerns. For instance, sharing location data to obtain

accurate navigation information can expose users to third-party tracking [1]. Even aggregate data,

such as the number of people at each location, may reveal individual mobility patterns [2].

Various approaches have been proposed for privacy-preserving data analysis, e.g., using cryptogra-

phy, measurement transmission scheduling, data perturbation [3], etc., with different types of privacy

guarantees. In particular, when publishing aggregate statistics about a population based on a sensitive

dataset, Differential Privacy (DP) [4] provides a framework to adjust the level of perturbation and limit

one’s ability to use the published outputs to make inferences about the data of specific individuals. For

dynamic data taking the form of temporal signals, DP has been used to provide event-level privacy [5],

when processing an aggregated signal impacted by a given individual at a single or a few time steps

(e.g., a presence detector), or user-level privacy, when processing multiple signals, each one coming

from a different individual [6]. In systems and control, DP has found applications to estimation and

filtering [7], consensus [8], distributed optimization [9], or optimal control [10].

Differentially private (dp) estimation, filtering and control schemes often rely on adding privacy-

preserving noise directly on the sensitive input signals [10, 11] or on the published outputs [7, 12]. When

noise is added at the input, post-processing that exploits any publicly available model of the data can

mitigate the impact of the noise [7, 13]. Further performance improvements can be obtained with

two-stage architectures [6, 14], where the first stage reduces the amount of required privacy-preserving

noise by removing information that is potentially redundant or irrelevant to the query, while the second

stage again attenuates the effect of the privacy-preserving noise. For user-level privacy, [15] implements

the first stage by linearly combining the participants’ signals, and the second stage with a Kalman

filter. For event-level privacy, [16, 17] develop two-stage dp filtering architectures when the private

input signals are wide-sense stationary with known second-order statistics.

In this paper, we investigate the problem of Kalman filtering under event-level privacy to process

an aggregate scalar-valued private signal for which a linear time-invariant (LTI) state-space model is

known. As illustrated in Section 4, the sensitive signal could be for instance the number of people

recovering from a virus each day (data reported by a hospital), from which one would like to publish

a dp estimate of the total number of exposed and infectious individuals in the population, leverag-

ing an epidemiological state-space model. We propose a two-stage architecture combining a finite

impulse response (FIR) pre-filter as the first stage and a Kalman filter exploiting the LTI model as

the second stage. We then develop an optimization scheme, involving a bilinear matrix inequality

(BMI) [18], to optimize the architecture’s estimation performance at any given DP level. Simulation

results demonstrate that adding and optimizing the FIR pre-filter can provide significant performance

improvements.

The rest of the paper is organized as follows. Section 2 outlines the necessary background on DP

and formulates the problem. Section 3 presents the methodology for the design of the dp estimation

architecture, including the optimization of the FIR pre-filter. Section 4 illustrates through simulations

the effectiveness of the proposed method, and Section 5 concludes the paper.

2 Preliminaries and problem statement

2.1 Notation

We fix a probability space (Ω,F ,P), where F is a σ-algebra on the sample space Ω, and P is a probability

measure on F . The p-norm of a vector v ∈ Rn for p ∈ [1,∞) is defined as |v|p = (
∑n

i=1 |vi|p)1/p. We

denote Sn := (Rn)N the space of n-dimensional discrete-time signals. For p ∈ [1,∞), the ℓp-norm of a
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signal x = {xk}k≥0 ∈ Sn is ∥x∥p = (
∑∞

k=0

∑n
i=1 |xk,i|p)1/p. We denote the discrete-time scalar impulse

signal at time step l by δl, i.e., δlk = 1 if k = l and 0 otherwise. The H2-norm of a discrete-time system

with transfer function G(z) is given by ∥G∥H2
=
√

1
2π

∫ π

−π
Tr(G(ejω)∗G(ejω))dω. A random vector v

following a Gaussian distribution with mean µ and covariance matrix Σ is denoted by v ∼ N (µ,Σ). A

discrete-time white Gaussian noise (WGN) signal {wk}k≥0 is a sequence of independent and identically

distributed zero-mean Gaussian random vectors. It is called standard when the covariance of each

vector is the identity matrix. Sn denotes the set of n × n symmetric matrices. For a P ∈ Sn, the
notation P ⪰ 0 (respectively P ≻ 0) means that P is positive semi-definite (respectively positive

definite).

2.2 Background on differential privacy

An algorithm, also called mechanism, processing private inputs in some space Y is dp if it publishes

randomized outputs whose distribution is not very sensitive to variations in the input data due to

the presence of any single individual. These possible variations are captured by a binary symmetric

relation defined on Y , called adjacency.

Definition 1. Let ϵ ≥ 0, δ ∈ [0, 1]. Let Y be a space equipped with a binary symmetric relation Adj,

called adjacency, and (R,R) be a measurable space with R a given σ-algebra over R. A randomized

mechanism M from Y to R is said to be (ϵ, δ)-dp if for all y, y′ ∈ Y such that Adj(y, y′),

P(M(y) ∈ S) ≤ eϵP(M(y′) ∈ S) + δ, ∀S ∈ R.

In Definition 1, smaller values of ϵ and δ give stronger privacy guarantees, by forcing the distribu-

tions of M(y) and M(y′) to be closer, for adjacent inputs y and y′.

Next, we introduce the Gaussian mechanism [7, 19], providing a simple method to produce dp

outputs taking values in a vector space. It relies on the following quantity.

Definition 2 (ℓp-sensitivity). Let Y be a space equipped with an adjacency relation Adj. The ℓp-

sensitivity of a mapping G : Y → Sn is defined as

∆pG = sup
y,y′:Adj(y,y′)

∥G(y)−G(y′)∥p,

where ∥ · ∥p denotes the ℓp-norm on Sn.

The basic Gaussian mechanism produces (ϵ, δ)-dp outputs by adding Gaussian noise proportional

to the ℓ2-sensitivity of a mapping of interest.

Theorem 1 ([7]). Let ϵ > 0, δ ∈ (0, 1), andG : Y → Sn. Define kϵ,δ := 1
2ϵ

(
Q−1(δ) +

√
(Q−1(δ))2 + 2ϵ

)
,

where Q(x) = 1√
2π

∫∞
x
e−u2/2 du. Then, the mechanismM(y) = G(y)+(σ kϵ,δ) ζ, where ζ is a standard

WGN signal and σ is a scalar such that σ ≥ ∆2G is (ϵ, δ)-dp.

2.3 Privacy-preserving state estimation problem

Consider now a privacy-sensitive discrete-time scalar-valued signal {yk}k≥0 ∈ S1, which can be modeled

as the output of an LTI state-space system

xk+1 = Axk +Bwk,

yk = cTxk + dvk,
(1)

where xk ∈ Rn is the state at period k ≥ 0, x0 ∼ N (x̄0,Σ
−
0 ) with Σ−

0 ≻ 0, wk ∈ Rp and vk ∈ R for

k ≥ 0 are discrete-time standard WGN signals, independent of each other and of x0.

The modeling parameters A ∈ Rn×n, B ∈ Rn×p, c ∈ Rn, d ∈ R, x̄0 ∈ Rn, Σ−
0 ∈ Sn are assumed

to be publicly known. We make the following assumption to ensure the well-posedness of steady-state
state estimation problem.
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Assumption 1. The pair (A,B) is stabilizable and the pair (A, cT ) is detectable.

Based on the measured signal y, we aim to publish at each time step k ≥ 0, a causal estimate

ẑk ∈ Rq of zk = Lxk, a linear transformation of the system state, where L ∈ Rq×n is a publicly

known matrix. In terms of accuracy, this estimate should minimize the steady-state mean-squared

error (MSE)

lim
T→∞

1

T

T−1∑
k=0

E[|zk − ẑk|22]. (2)

In a standard setting, the optimal estimator would be ẑk = Lx̂k with x̂k provided by the Kalman filter

taking y as an input. However, because y is assumed to be privacy-sensitive, we also impose a DP

constraint on the published signal ẑ.

In this paper, the space Y of Section 2.2 is taken to be S1 and we work with the following adjacency

relation.

Definition 3. Let r > 0. The adjacency relation Adjr is defined on Y = S1 as

Adjr(y, y
′) if and only if ∃l ∈ N, ρ ∈ R with |ρ| ≤ r,

such that y − y′ = ρ δl.
(3)

An interpretation of Definition 3, which slightly generalizes the notion of event-level DP introduced

in [5], is that we are interested in situations where a single individual contributes to the signal y at

a single time instant by a maximum amount r. For instance, y could be event counts from a motion

detector in an area where an individual is expected to pass at most once during the time frame of the

data analysis.

2.4 A two-stage architecture for dp estimation

Theorem 1 can be used to design a class of dp estimators, following the architecture of Figure 1. There,

the signal y is processed by an LTI pre-filter G : S1 → S1, producing a new signal ψ = G(y). Noise

is then added to ψ to ensure that the resulting signal s is dp. Given the adjacency relation (3), the

ℓ2-sensitivity of the pre-filter G is bounded by

∆2G = sup
y,y′:Adj(y,y′)

∥G(y)−G(y′)∥2

= sup
l∈N,|ρ|≤r

|ρ|∥G(δl)∥2 ≤ r∥G∥H2
,

because, by the Plancherel theorem, ∥G∥2H2
represents the energy of the impulse response of G. Hence,

by Theorem 1, addingWGN with variance k2ϵ,δr
2∥G∥2H2

ensures that s is dp. Furthermore, transforming

a dp signal does not alter the DP guarantee [6, Section 1.3.3]. Because the signal s = cTx + dv +

(kϵ,δ r ∥G∥H2) ζ with ζ a standard WGN, can still be viewed as the output of a linear Gaussian system,

one should then use a Kalman filter to compute a dp estimate ẑ = Lx̂ from s, minimizing the MSE.

A special case is to take the pre-filter G to be the identity filter (with ∥G∥H2
= 1) and perturb

directly the private signal y. However, this so-called input perturbation mechanism [7] may fail to

leverage the potential temporal redundancies in y when setting the noise level, and tends to produce

estimators with poor accuracy, i.e., high MSE, see Section 4. In the rest of this paper we develop

a methodology for designing pre-filters G within the architecture of Figure 1, generalizing the input

perturbation scheme to produce dp estimates with improved accuracy.
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ω

Figure 1: Illustration of the proposed dp mechanism with two filters. ζ is a scalar standard WGN, which needs to be
scaled by kδ,ϵr∥G∥H2 according to Theorem 1 for the signal s to be dp. The dashed lines represent dp signals. Note that
the input perturbation mechanism [7] is obtained by taking the pre-filter G to be the identity filter, i.e., ψ = y.

2.5 A motivating example

To motivate the pre-filtering approach, consider a system whose output signal y in the frequency domain

exhibits two dominant peaks at ω1 and ω2, see Figure 2. Suppose a data aggregator is interested in

publishing an estimate of a quantity z associated with the component at frequency ω1.

𝜔1 𝜋𝜔𝑐 𝜔2

1

𝜔

|𝑌(𝑒𝑗𝜔)|, |𝐺(𝑒𝑗𝜔)|

Figure 2: Magnitude of the frequency response of the low-pass filter |G(ejω)|, and magnitude spectrum of the system
output |Y (ejω)|.

Under input perturbation, the pre-filter is G = 1 and the privacy-preserving noise is distributed as

ζk ∼ N (0, k2ϵ,δr
2). On the other hand, an ideal low-pass filter G with cut-off frequency ωc satisfying

ω1 < ωc < ω2, with unit magnitude below ωc, preserves all the information needed for the data

aggregator to estimate z, and requires a smaller amount of privacy-preserving noise because

∥G∥2H2
=

1

2π

∫ ωc

−ωc

1 dω =
ωc

π
< 1,

so that now ζk ∼ N
(
0, k2ϵ,δr

2ωc/π
)
.

3 FIR pre-filter optimization

Intuitively, to optimize the performance of the architecture of Figure 1, the signal y should be passed

through a pre-filter G that both exhibits low sensitivity (to inject a minimal amount of noise) and

preserves sufficient information for estimating z. In this section we develop a method to optimize this

pre-filter, constraining it for tractability to be an FIR filter.
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3.1 FIR pre-filter model

The output ψk ∈ R for k ≥ 0 of an FIR filter of order m is a weighted sum of the current and past

measurements

ψk = ξyk +

m∑
l=1

λlyk−l,

where ξ, λ1, λ2, ..., λm are the filter coefficients. Defining

Γ =


0 0 · · · 0 0
1 0 · · · 0 0
0 1 · · · 0 0
...

...
. . .

...
...

0 0 · · · 1 0


m×m

, θ =


1
0
0
...
0


m×1

,

λT =
[
λ1 λ2 · · · λm

]
,

(4)

a state-space model of the FIR filter is given by

ηk+1 = Γηk + θyk,

ψk = λT ηk + ξyk,
(5)

where ηk ∈ Rm represents the state vector with η0 = 0, and ξ ∈ R, λ ∈ Rm, and m ∈ N are treated as

design variables.

3.2 Kalman filter design and performance objective

To derive the equations for the Kalman filter on Figure 1, we define the augmented state vector

ϕk = [xTk ηTk ]
T . With

E =

[
A 0n×m

θcT Γ

]
, F =

[
B 0n×1 0n×1

0m×p θd 0m×1

]
,

gT =
[
ξcT λT

]
, hT =

[
01×p ξd kϵ,δr∥G∥H2

]
, (6)

the augmented state-space model becomes

ϕk+1 = Eϕk + Fνk,

sk = gTϕk + hT νk,
(7)

with νk =
[
wT

k vk ζk
]T

and ζ a scalar standard WGN.

For the model (7), the state estimate ϕ̂k minimizing the steady-state MSE is given by the Kalman

filter as

ϕ̂k+1 = Eϕ̂k + χ(sk − gT ϕ̂k), (8)

where χ ∈ Rn+m is the steady-state Kalman gain

χ = EP∞g
(
gTP∞g + hTh

)−1
. (9)

Here, P∞ denotes the steady-state error covariance matrix, which satisfies the discrete-time algebraic

Riccati equation

P∞ =EP∞E
T + FTF

− EP∞g(g
TP∞g + hTh)−1gTP∞E

T .
(10)
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The corresponding estimation error ek = ϕk − ϕ̂k evolves according to

ek+1 = (E − χgT )ek + (F − χhT )νk. (11)

The transfer function (parametrized by ξ, λ) from ν to e is

W (z; ξ, λ) = (zI − (E − χgT ))−1(F − χhT ). (12)

Let L̄ = [L 0q×m]. Given that ẑk = Lx̂k for the minimum MSE estimate of zk, from (11) and the

fact that ν is a standard WGN, the steady-state MSE in (2) is

lim
T→∞

1

T

T−1∑
k=0

E[|L̄ϕk − L̄ϕ̂k|22] = lim
T→∞

1

T

T−1∑
k=0

E[|L̄ek|22]

= ∥L̄W∥2H2
, (13)

by a standard property of the H2 norm [20, Lemma 4.3.1]. Accordingly, the optimization problem of

interest is to design the pre-filter parameters ξ and λ so as to minimize

inf
ξ∈R,λ∈Rm

∥L̄W (· ; ξ, λ)∥2H2
, (14)

where choosing larger values of m provides more design freedom but increases the computational

difficulty. Next, we give conditions under which a time-invariant Kalman filter stabilizing the error (11)

can be designed [21].

Lemma 1. Under Assumption 1, the pair (E,F ) is stabilizable. Moreover, if ξ +
∑m

i=1
λi

αi ̸= 0 for any

eigenvalue α of A such that |α| ≥ 1, then the pair (E, gT ) is detectable.

Proof. Since the eigenvalues of E consist of the eigenvalues of Γ, which are all 0s, and those of A, any

eigenvalue of E that has magnitude greater or equal to 1 must correspond to an eigenvalue of A. In the

case where all the eigenvalues of A have magnitude strictly less than 1, (E,F ) is clearly stabilizable.

Now, consider the case where A has some eigenvalue α with |α| ≥ 1. Then, any left eigenvector of E

associated with α denoted by uT = [uT1 , u
T
2 ] ̸= 0 necessarily satisfies

uTE =
[
uT1 A+ uT2 θc

T uT2 Γ
]
=
[
αuT1 αuT2

]
, (15)

and in particular uT2 Γ = αuT2 . This implies that u2 = 0, since α ̸= 0 cannot be an eigenvalue of

Γ, and hence uT1 is a left eigenvector of A based on (15). Furthermore, since (A,B) is stabilizable,

uTF =
[
uT1 B 0 0

]
cannot be a zero vector. We conclude that (E,F ) is stabilizable.

The detectability of the pair (E, gT ) when all the eigenvalues of A (and hence E) have magnitude

strictly less than 1 is immediate. Thus, we only need to consider the case where A (and hence E) has

some eigenvalue α with |α| ≥ 1. Let u = [uT1 , u
T
2 ]

T be an associated right eigenvector for E. Then

Eu = αu, that is,

Au1 = αu1, θcTu1 + Γu2 = αu2. (16)

This implies that u1 is an eigenvector of A for α. Hence, cTu1 ̸= 0 under Assumption 1. The second

part of (16) can be explicitly written as follows:

cTu1 = αu2,1, u2,1 = αu2,2, . . . , u2,m−1 = αu2,m,

which implies u2 = (cTu1)
[
1
α . . . 1

αm

]
. Now, for the eigenvector test for detectability, we consider

gTu = ξcTu1 + λTu2 = (cTu1)

(
ξ +

m∑
i=1

λi
αi

)
.

Since we already know that cTu1 ̸= 0, the additional condition
(
ξ +

∑m
i=1

λi

αi

)
̸= 0 ensures that

gTu ̸= 0, and so the pair (E, gT ) is detectable.

Remark 1. A consequence of Lemma 1 is that (E, gT ) is detectable for ξ = 1 and λ = 0, i.e., when

the FIR filter is the identity filter and the scheme reduces to input perturbation.
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3.3 Filter design optimization

We now focus on solving the optimization problem (14) numerically. Note that the FIR filter coefficients

ξ and λ determine the value ∥G∥H2
appearing in h in (6). Specifically,

∥G∥H2
=
√
ξ2 + λTλ. (17)

Lemma 2. Multiplying a pre-filter G in Figure 1 by a nonzero scalar factor does not change the

objective function in (14). Hence, without loss of generality, we can assume that the pre-filter satisfies

∥G∥H2
= 1.

Proof. Let G be an LTI pre-filter with state-space realization (Γ, θ, λT , ξ) in (5). Let ι ̸= 0 and

G̃ = ιG. Then, a state-space realization of G̃ is (Γ, θ, ιλT , ιξ). The vectors g and h in (6) scale as

g̃T =
[
ιξcT ιλT

]
= ιgT and h̃T =

[
01×n ιξd kϵ,δr∥G̃∥H2

]
= ιhT . Substituting g̃ and h̃ into (10)

implies that the steady-state error covariance matrix does not depend on ι. Using (9), the Kalman

gains corresponding to G̃ and G are related by χ̃ = 1
ιχ. Hence, we have χ̃g̃T = χgT and χ̃h̃T = χhT ,

and the transfer function in (12) and objective function in (14) do not depend on ι. As a result, we

can replace any pre-filter G by G/∥G∥H2
, or equivalently, assume that ∥G∥H2

= 1.

The next proposition formulates the design of the pre-filter and Kalman filter as a numerical

optimization problem.

Proposition 1. Problem (14), together with the stability requirement of the error system (11), is

equivalent to

min
Q≻0,Z≻0,κ∈Rn+m,

τ>0,ξ,λ∈Rm

τ, such that (18)

Tr(Z) < τ, (19)[
Z L̄
∗ Q

]
≻ 0, (20)Q QE − κgT QF − κhT

∗ Q 0(n+m)×(p+2)

∗ ∗ Ip+2

 ≻ 0, (21)

 1 ξ λT

∗
∗ Im+1

 ⪰ 0, (22)

with gT =
[
ξcT λT

]
, hT =

[
01×p ξd kϵ,δr

]
,

and ∗ denoting symmetric terms in the matrices. We then set χ = (Q∗)−1κ∗ in (8), where Q∗ and κ∗

are part of an optimal solution for the problem above.

Proof. (sketch) According to Lemma 2, we can first impose the constraint ∥G∥H2
= 1, hence removing

the term ∥G∥H2
from hT in (6). Next, minimizing the objective function in (14) is equivalent to

minimizing the variable τ subject to the constraint ∥L̄W∥2H2
< τ, where W is the transfer function

given in (12). This constraint together with the internal stability of the dynamics (11) can be written

equivalently as (19), (20), and (21), see [22, Section 4.3.2], where we defined κ = Qχ.

Finally, we relax the constraint ∥G∥H2 = 1 to ∥G∥H2 ≤ 1, which, given (17), can be written as (22)

after taking a Schur complement. Then, it remains to show that an optimal solution G∗, corresponding
to optimal parameters ξ∗ and λ∗, necessarily satisfies ∥G∗∥H2

= 1, i.e., that the relaxation is tight.

This can be shown by contradiction. Indeed, if ∥G∗∥H2 < 1, then there exists ι > 1 such that the

parameters ξ̃ = ιξ∗ and λ̃ = ιλ∗, corresponding to the scaled filter G̃ = ιG∗, still satisfy (22), i.e.,

∥G̃∥H2
< 1. Hence, using G̃ together with WGN with the same variance k2ϵ,δ r

2 on Figure 1 still ensures
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DP. Intuitively, however, using G̃ instead of G∗ strictly improves the signal-to-noise ratio, i.e., strictly

decreases the MSE, which contradicts the fact that G∗ is optimal. The formal proof of this statement

is deferred to the full version of this paper.

3.4 Optimization algorithm

Due to the bilinear terms κgT and κhT , the optimization problem (18)-(22) involves a BMI con-

straint [18], which renders it non-convex. To address this issue, we apply an iterative alternating

convex minimization approach. Although this method is not guaranteed to reach a globally optimal

solution, it still serves as a useful heuristic in practice, see Section 4. It proceeds by iteratively solving

convex subproblems through the following steps:

1. Variable splitting: Group the decision variables into two subsets S1 = {τ,Q, Z, κ} and S2 =

{τ,Q, Z, ξ, λ} such that fixing one subset transforms the BMI into a linear matrix inequality

(LMI).

2. Initialization: Set as initial values ξ0 = 1 and λ0 = 0 (corresponding to the input perturbation

mechanism), and set i = 0.

3. Step 1 (optimize over S1): Increment i ← i + 1/2. Minimize the objective τi over (τi, Qi, Zi,

κi), using the fixed values ξi = ξi−1/2 and λi = λi−1/2 from the previous iteration.

4. Step 2 (optimize over S2): Increment i← i+ 1/2. Minimize the objective τi over (τi, Qi, Zi, ξi,

λi), using the fixed value κi = κi−1/2 from the previous iteration.

5. Repeat: Alternate between Steps 1 and 2 until the objective τ converges (in practice, until the

change from one iteration to the next is small enough).

We have the following convergence result.

Proposition 2. The sequence of objective values {τi}i generated by the iterative alternating minimiza-

tion approach above is non-increasing, hence guaranteed to converge.

Proof. According to Remark 1, after initialization with ξ = 1 and λ = 0, the pair (E, gT ) is detectable.

Minimization in Step 1 over the variables in S1 corresponds to a standard semi-definite program for

H2-norm minimization and internal stabilization, which admits a solution when (E, gT ) is detectable.

After this first step, at each optimization step, there is a feasible solution and the objective cannot

increase, since the feasible solution from the previous step could be left unchanged. Since the sequence
{τi} is also bounded below by zero, it is then guaranteed to converge.

4 Simulation example

Consider a scenario in which epidemiologists collect over time the number of individuals who recover

from a disease, reported by a hospital. We consider a continuous-time SEIR epidemiological model [23]

given by

dS

dt
= Λ− µS − βIS

N
,

dE

dt
=
βIS

N
− (µ+ α)E,

dI

dt
= αE − (γ + µ)I,

dR

dt
= γI − µR,

where S, E, I, and R denote the number of susceptible, exposed, infectious, and recovered individuals,

respectively. Moreover, Λ, µ, β, α, and γ are the birth, natural death, transmission, exposed-to-

infectious, and recovery rates, respectively. N = S+E+I+R is the total population, which is assumed

to be constant (i.e., Λ = µN). After linearization around the equilibrium point
[
N 0 0 0

]T
,

discretization using the forward Euler method with step size ∆t = 1, and eliminating the state S
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to avoid linear dependency in the state vector, the remaining states Xk =
[
Ek Ik Rk

]T
evolve

according to the dynamics (without process noise)

Xk+1 =

1− (µ+ α) β 0
α 1− (γ + µ) 0
0 γ 1− µ

Xk.

The privacy-sensitive signal y of Section 2 is the data stream reported by the hospital to the

epidemiologists. According to the adjacency relation (3), the difference between two adjacent data

streams, i.e., the impact of adding or removing a single individual, should be limited to a single time

step. Hence, the hospital should not release the total number of recovered individuals Rk (because one

recovering individual then contributes a step function), but can instead report the number of newly

recovered individuals Rk −Rk−1 at each step k. Assuming that each individual gets sick and recovers

at most once, (3) is then satisfied for data streams differing by one individual with r = 1.

Due to modeling uncertainty and counting errors, we introduce process and measurement noise.

By defining the state vector as xk =
[
Ek Ik Rk Rk−1

]T
, the system matrices become

A =


1− (µ+ α) β 0 0

α 1− (γ + µ) 0 0
0 γ 1− µ 0
0 0 1 0

 ,
cT =

[
0 0 1 −1

]
.

We use the parameter values µ = 1/(80 × 365), β = 0.06, α = 1/7, γ = 1/14, and choosing

B = diag(0.3162, 0.3162, 0.3162, 0.01) and d = 0.3162. It can be verified that (A, cT ) is detectable and

(A,B) is stabilizable. The FIR filter order is set to m = 10. The iterative alternating optimization

algorithm of Section 3.4 is implemented using CVX [24, 25] with SeDuMi [26] as the solver. The

algorithm converges within a few iterations with the relative change in the objective falling below

a prescribed tolerance 10−4. The epidemiologists want to provide at each period k an estimate of

the number of infectious individuals, hence L =
[
0 1 0 0

]
. Figure 3 shows that the proposed

FIR–Kalman architecture achieves significantly lower steady-state MSE than the input perturbation

mechanism for different values of ϵ, with δ = 0.05. Finally, Figure 4 illustrates the transient evolution

of the estimation error for the infectious population under the input perturbation mechanism and the

proposed FIR-Kalman architecture.
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Figure 3: Steady-state MSE of input perturbation and the FIR–Kalman architecture as a function of the privacy parameter
ϵ. Here δ = 0.05.
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Figure 4: Estimation errors of the infectious population with ±2 standard deviation bounds for the dp approaches based
on input perturbation and the FIR-Kalman architecture. The privacy parameters are ϵ = 1 and δ = 0.05.

5 Conclusions

This paper introduced a two-stage FIR–Kalman architecture for achieving event-level DP in state

estimation based on a privacy-sensitive data stream. By combining an FIR filter with a Kalman filter,

our approach generalizes the input perturbation mechanism. We formulated the joint filter design

problem as an optimization problem and demonstrated in a simulated example an improved trade-off

between privacy level and estimation accuracy.
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